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KAPTY 3AABJIEHUE O HECOITIACUMA . Bnonuvuuio

C ONEPALMEN

L

» N0 HOMepy TeniepoHa 6aHKa  3afiBNeHue OOMXHO ~ YeM 60nblue niogei
Ha 6aHKOBCKOW KapTe ~ ObITb HaMMUcaHo: ~ nopapyT 3asBMeHuUS,
Wnn Ha odumumanbHOM cauTe . B TeYeHMe CyToK nocne TeM BbiLLE BEPOATHOCTb,
* Yepe3 MOOU/bHOE NPUNOXEHNE | COO6LUEHUS O CIUCAHMWM ~ YTO NpPecTynHUKOB
. Yepes NMNYHbIA KabuHeT e D A
Ha oduLUManLHOM caiTe 6aHKa « Ha MecTe B OTAEe/IeHUH
- DOaHKa

e B oTOENeHnn 6aHKa

KAK OBE3OINACUTb OEHbI'N HA CHETAX?

HUKOMY HE COOBLLUAUTE:

« CPOK OENCTBUSA KapTbl U TPEX3HAaUYHbIN KO
Ha ee o6opoTHoI ctopoHe (CVV/CVC)

« MApPO/IN N KOAbl U3 YBe4OM/TEHUN
« IOF'MH M NApPO/ib OT OH/NanH-6aHKa

HE NYBJ/IMKYUTE
I'IepCOHafleble JAaHHbIE B OTKprTOM .EI,OCTyﬂe

YCTAHOBUTE
aHTUBUPYCbI Ha BCE YCTPOMNCTBA

Moppo6Hee o npaBunax 6esonacHoCTH
yuTamTe Ha fincult.info

KOOLOBOE CJ/10OBO

Ha3blBalWTE TONIbKO COTPYAHUKY 6aHKa,
KOrga caMn 3BOHUTE Ha Fropsayyto
NUHUIO

P BaHK He KoMneHcUupyer
noTepu, ec/iv Bbl HapyLUWU/IN

npaBguia 6e3onacHoro
UMCnoNb3oBaHUA KapThl

duHaHcoBas
Ky/ibTypa




OCTOPOXXHO:

TENE®POHHbIE MOLLEHHUKN!

HA BAC
BbIXOOAT CAMU

AdepucTbl MOTyT
NnpeacTaBUTbCS CNyXXO6oun
6e3onacHoOCTU 6aHKa,
HaoroBowu,

NPOKypaTypou

JTio6on HeoXxnpaHHbIN
3BOHOK, CMC vnu nucbmo —
noBoA HAaCTOPOXUTbCSH

PAAYIOT BHE3AMHOM
BbIFOOOM UNU MYTAIOT

CunbHble aMouumn
NPUTYNASIOT
6auTenbHOCTb

3BOHAT
n3 GaHKa, NoNmLmUn

UNu Opyrovi opraHmnsaumm?

~ YBEOWUTECD,

YTO 3TO HE MOLUEHHUKN!

©

S NMPUSHAKOB OBMAHA

HA BAC OABAT

AdepucTbl Bcerga
TOPOMSAT, YTOObI

y Bac He 6b1no
BpeMeHMn Bce ob6ayMaTb

FOBOPAT O AEHbIrAX

[MpegnaratoT cnacTu
cbepexeHus, Nony4YnTb
KOMIMeHCcauuo UM BIIOXUTbCH
B MHBECTULIMOHHbIN NPOEKT

NMPOCAT COOBLUIUNTD
OAHHDbIE

310yMbILLSTIEHHMKOB
UHTEpPEeCYIOT PEKBU3UTDI
KapTbl, MIApPOJSI1 U KOAbl

U3 6aHKOBCKMX YBEAOMJ/IEHUW

@ HUKOIOA HUKOMY
BAXXHO! HE COOBLUAUTE:
CoTpyoHMKKM 6aHKOB U NMonmumumn * kKopgbl us CMC
HUKOI'A He cnpawuBaloT * Tpex3Ha4HblX Ko Ha 060pOTHOMU
PEeKBU3UTbI KapTbl, Naponu cTopoHe kapTbl (CVV/CVC)
n3 CMC, nepcoHarbHble AaHHbIe * PIN-kon

* MaponuU/nornHbl K 6aHKOBCKOMY
NMPUNOXEHUIO U OHNaNH-6aHKyY

¢ KOgoBoOe CJ10BO
 [1epCOHaJlbHbl€ AaHHbIe

Kak sawmtuTb cBOM pUHaHCHI, ®PuHaHcoBas
= : : KynbTypa
yuTauTe Ha fincult.info

U He NPOCAT coBepluaTb
nepesonbl C Ballen KapThbl




KAK SALIMTUTDBCH
OoT PULLUMNHIA

DOUWUHr — BMA MOLLEeHHUYEeCTBa, Korga y yefioBeka KpaayT
rnepcoHa’sibHble AaHHble WU OeHbru € NOMOLWbIO CAaUTOB-NOAAENOK.
HacTo MOLIEeHHUKU AenaloT CanTbl, KOTOpble KaK ABe KarnJiu Boabl
NOXOXXU Ha CamTbl pearibHbIX OpraHMsauunm

KAK MOXXKHO OKA3ATbCH
HA ®ULLMNHIOBOM CAMUTE?

[0 CcCbikaM M3 MHTEPHETa UK 3JIeKTPOHHOW noYTbl, CMC,
COOBOLUEHMA B COLICETAX UMM MecceHmkepax, peKknamel,
OObABNEHUI O NTOTepesiX, pacnpoaakax, KOMneHcaumsax

OT rocyfapcTBa

Xakepbl HacTO B3J/1aMbIBaloOT HY)XKNEe aKKayHThl,
“n (l)VII.I.IVIHrOBaFI CCblJiIKa MOXKeT ﬂpMﬁTM Aa>e OT 3HaKOMDbIX

KAK PACINO3HATDb
OULLNHIOBbIN CAUT?

Appec oTM4YaeTcsa OT HaAaCToOALWEero Nub Napomn CUMBOJSIOB
B appecHoM cTpoke HeT https 1 3Hauka 3akpbITOro 3amMka
Oun3anH CKOnNMpoBaH HEKAYEeCTBEHHO, B TEKCTaX €CTb OLWKNOKK

Y carTa Mano CTpaHuL, MNn gaxke ogHa — AN BBOAA AaHHbIX
KapTbl

KAK YBEPEYDCH OT ®PULLIMNHIA?

YcTaHOBUTE aHTMBUPYC U PErYISPHO OOHOBNANTE €ro
CoxpaHanTe B 3aKsiafKkax agpeca HY>XHbIX CanTOB
He nepexoguTte Nno nogo3puTesibHbIM CCblJIKaM

Ucnonb3ayiTe OTOENbHYIO KapTy OJ19 MOKYNOK B MHTEPHETE,
KNaguTe Ha HEe HY>XKHYIO CYMMY MPSAMO nepen onnaTomn

duHaHcoBas
NMonpo6Hee o npaBunax KynbTypa
KubeprurmeHbl Y“MTamTe Ha




OT OHNANH-MOLWEHHUKOB

YT006bI fOOpaThbCA A0 BawnMX 6aHKOBCKUX CHETOB,
MOLUEHHUKAM HY>XXHbl BalluX NepCcoHanbHble AaHHbIE
N PEKBU3UTbI KapT

Kakue cxeMbl ICNoNb3yloT apepUcTbl?

OBELLAKOT 30J/10TbIE NOPbI

Onpocbl 3a BO3HarpaxpgeHue, counasbHble BbiMaaTbl UK CBEPXNPUOLI/IbHbIE
MHBECTULMOHHbIE NPOEeKThbl. [apaHTKUa ObICTpOro oboraweHuna — npu3Hak oomMaHa

SAMAHUBAIOT HA PACTIPOAAXMU

OrpoMHbIe CKUAKN N HU3KUE LieHbl MOTYyT OKa3aTbCA MOLLEHHUYECKON YTOBKOW

CMNEKYJ/IUPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o0baBAA0T COOp AeHer Ha pa3paboTKy BakKUUH, o0ellaoT BEpPHYTb
OEHbIM 3@ OTMEHEHHbIE Penchbl UK npeanaratT NoNYyUYnUTb rOCyaapCTBEHHbIE
goTtauum

MACKHUPYIOTCH

Pa3birpbiBatoT posib NpoaaBLOB M NOoKynaTenen Ha NonynapHbIX cantTax o0bABNEHNN

Kak o6e3onacmuTtb CBOU OeHbIru

B MUHTepHeTe?

1 YcTaHOBUTE aHTUBUPYC U PErynapHoO 0OHOBMANTE ero

3aBeanTe oTaenbHy AeOeTOBYIO KapTy ANS NnaTtexen
B UHTEPHETE M KNTaAnUTe Ha Hee HYXHYK CyMMYy nepen oniaTtown

Bcerga npoBepsante agpeca 3/1IEKTPOHHOM NOYTbl U CANTOB —
OHW MOIYT OT/INYATLCA OT OopmnLMaTbHbIX /UL NAapon CMMBOJIOB

4 He nepexoauTte no cCbi/ikaM OT HE3HAKOMLEB —
cpa3sy yaansnte COMHUTEIbHbIE COOOLWEHUSA

Hrukomy He coobuiaiite CBOU NepPCoHabHble AaHHble

MoapobHee o npasuniax
KnbeprurmeHoi o ®uHaHcoBas
yuTanTe Ha fincult.info KynbTypa



@ baHK Poccum

KAK SALLUTUTD

CBOMW FAIDKETbI OT BUPYCOB

BUPYCDbI:

« OTKPbIBAIOT YAA/IEHHbIA JOCTYN K BalleMy YCTPOUCTBY
« KpagyT NIOrMHbl U NApPOSIN OT OHNaNH- U MOOGUIbHOIro 6aHKa

« MepexBaTbiBalOT CEKPEeTHbIe KoAbl U3 COObLLeHnNn

3anony4us 3TM AaHHble, KN6GEPNPECTYNMHUKH J
MOrYT MOXUTUTb BCE AI€HbIN C BalUUX CHETOB /_,\
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.

KAK NMOHATD,

YTO YCTPOUCTBO 3APAXKEHO?

UTO OEJIATD,

ECJZI HA YCTPOUCTBE BUPYC?

KAK SAWLINTUTD

YCTPOUCTBO OT BUPYCOB?

3aBucaeT, Nepe3arpyXaeTcs Uin OTK/I0HaEeTCH
Camo 3aBepLuaeT paboTy NPUIOXKEHU
Moka3biBaeT BCMN/bIBalOLMUE OKHA

TepsieT o6beM NamMaTn

NMo3BoHUTE B 6aHK U nonpocuTte 3abnokKnpoBaTb AOCTYN
K OHManH- 1 MOOGUNbHOMY 6aHKY 1 BCe KapTbl, KOTOpPbIE
MCNONb30Basin Ha YCTPOUCTBE

O6paTutecb B CEPBUCHbINA LLEHTP, YTOObI BbINTIeYUTb ragxeTr

NMepeBbinycTUTE KapThl, CMEHUTE J/IOrTMH U Napo/ib
OT OH/TaH-6aHKa U 3aHOBO YCTAHOBUTE GAHKOBCKOE NPUIOXeHUe

Mcnonb3ynute aHTUBUPYC U perynspHoO ero o6HoBNANTE

He nepexoguTe no ccbiZikamMm OT HE3HAKOMLEB, He yCTaHaBuBaiTe
NporpamMmbl Mo Ux Npocb6e U He UCNONb3YNTe YyXue ek

CkauuBaiTe NpUNOXEHNS TONIbKO U3 NPOBEepPeHHbIX UCTOYHUKOB
O6HOoBNANTE ONEepPaLNOHHYIO CUCTEMY YCTPOMCTBA

Usberante obwengoctynHbix Wi-Fi-ceTen

NMoppo6Hee o 3awWuTe ragkeToB duHaHcoBas
yuTanTe Ha fincult.info Ky/ibTypa
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